MICROCHIP DM320109
CryptoAuthentication™ Xplained ProbHifidy MEH#H D T-51%

FFai

CryptoAuthentication Xplained Profi#&%y MCryptoAuth—XSTK)ILCryptoAuthenticationFEAfliFy b~D i BriB N4 T
T, ZOXyMNIWindows®, Linux®, Mac®DBg5% CTCryptoAuthentication” NAADFHE LAV A—Tx—A b ET, =
DXy MIATSSCKIORHADIy R UARER FATLUE 728, I RE 2Rt L 9, ZOFEHAF O F5 =3I
WA LBt . F L Atmel S5 Studio(ACES: Atmel Crypto Evaluation Studio)its /& TEIK¥ v OZEMAZTRALL
7,

1. CryptoAuthentication™ SOICEA&*y+

REIT R DIT 2 DIEEDT-OH BRIZLERISIZH D T, Microchipfh L 1T HERfR THAZ EAMHIA LTSV, LBYDONT
U] TCORNRICT EELIZEN,

© 2018 Microchip Technology Inc. FEREDFSIE DS50002774A/J1 - 1H




DM320109

BR
]‘-&;E ......................................................................................... 1
T L L L L L L R P PP PP PP 3
2 ‘}7|~"}17&/\—|~“’}170)g1¢ ............................................................. 3
21. y7|~|717 .............................................................................. 3
29 I\—|~“"}17 ............................................................................. 3
3. ACES&@%&E‘(:W—%LT ............................................................... 3
3.1. ACESﬁ%*ﬁﬁ%B%{ﬁafﬂ ............................................................... 5
4. 1&®§*§‘j7l~ﬁl7 .................................................................... 5
41. #‘?Ffﬁ.fﬁ’ﬂ ............................................................................. 5
49 557][]‘}7}*"}173‘2*%: ...................................................................... 6
5. Xplained Pro?}ﬁﬁl\'—‘ﬂ*ﬁm'ﬂt ........................................................... 6
6. AT880K101E?@'|‘5E ................................................................... 6
6.1. CryptoAuthenticationEﬁyé‘i\'—“}f*%ﬁﬁgﬁ'ft .................................................... 7
6.2. CryptoAuthenticationE-ﬁll!ﬁ;\'—‘yI‘@”’E@EL\ .................................................. 7
7. 77_L\|‘717E;§ﬁ- ....................................................................... 7
71. \/7|~r717t,\_|~“|1)170)$ﬁf]gﬁ; ........................................................... 7
7.2. ATSAMD21—XPRO£$J§0)77—L\'JJIT§¥J? ................................................... 7
8. E&E‘I’ﬁ*—l- .......................................................................... 10
9. é,;glﬁ .............................................................................. 10
10. ﬁ*_l,g&gﬂ@ﬁ ...................................................................... 10
Microchip"]l7“ VIR 11
BEMADEEIBEIY—E A rrrrrreaaettraantaaasttraaassaasstrrasassanssstrassssnnnssns 11
33%‘-*%3'2?7} ........................................................................... 11
Microchip‘?l\*'fx ]_|~1%§§1:§2ﬁﬁg ........................................................... 11
zfﬂl:lﬁ%ﬂ ............................................................................. 11
Pﬁﬁ*ﬁi—ﬁ ................................................................................. 12
DNVI:J:o'CE?.‘;’ElEéerT:.%E%EE’/X%L\ .................................................... 12
ﬁﬁﬂ@?ﬁ;,ﬂﬁﬁ&ﬁ—t“x .................................................................. 13

© 2018 Microchip Technology Inc. FEREDFSIE DS50002774A — 2



DM320109

1. 8 E

ZDO*yMISAMD21 Xplained ProJitk EFAT88CKSCKTSOIC-XPROY 7y MM D SV 37, SAMD21-XPROIFMicrochip® %45
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1} Kit Detection ? >
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Send Count: 07 Response Count: 07

Command Packet

OpCode: |Info v
Mode 00

Param2 | 0000

Send Details
Send Count: o7
Send Packet: 30 00 00 00

Send Checksum: 03 5D

Response Details

Response Count: o7
Response Packet: 00 00 60 01
Response Checksum: 00 3A
Execute Command
N
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WB BRI S CQOVET,
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PMEDNDEG G, BT NAAERETHZENTEET,
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£ 22 DYFryb Fyh& 2 CryptoAuthentication B A&%y MIATSS8CK 101 R FH DFv - fE ZHix £, AT88CK101%y M T YF 3k D BH 3
ITEFH SN TWER A, BEARBEAEETLIEZOO77—ArT BT — EM B EN T o0 b LNVER A, L TFOFIT
#3%/1 72AT88CK101%y MI% 9 A0 H D F5 | X AR HEL £,
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« 82 F TDCryptoAuthentication7 N A 2Dk A
- BEBAVA=T =25 O NARE T
- ML UTHEIR DA 2 O E TOSWIT NAAE R T A2 ENTEET,
— MSEUTHER DB B2 O ETOSPIT N A& A2 RN TaEd,
- 8 OFETOLECT NAANAIRET T, IELWEMED 72024 THVM B DIZCT NV AR =72 iuiE 22 8 A,
« EEHERED T80 DY) T ViR S48
< Vb koMl RS A AR D EME CEIT N A% AR
- UDENESOICOH Yok v M FHIRFIZ (R AR HH a2 S 8%
- SWI GPIOBIMEIZXPROA v 4—7 x—AET- 1B~y 2 DE BB AL T EE

6.2. CryptoAuthenticationBAIR ¥y ENEDE LD

* ¥yMIACES TCryptoAuth-XSTKEL TRkBIES L ET,

< BIERT AU U THRREINCE =0 LER A BTLWDT NARCZ SN ARFIC , 2 E R T 5DIZSAMD21 EORESETENHT
THAMLETT,

< Iy MEMR B O 24y FIXE T RIS > TR ESIVR T UV A,

7. 77— LI7EE#

PUROXIXY 78T  A"=F 7T ExyhD77—hy=T BT HFIAZFER L E T,

71.Y7MI7EN—N )T DERIE G
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+ Atmel Studio 7

Atmel Studio TIZETDAVREESAMD A/ avbo—7 S FZBIZE L TF Ay 9570 D4 Bl 38 A& (IDP:Integrated Developmen
t Platform) T, Atmel Studio 7 IDPIZC/CH+FE7/=1IT7 1y 7 VD~ CEPNTSHAEZEBNTHEEL CTT Ay T 5720 DS B 037
SHEWEWERBEZAE I E 1252 £, AVRESAMDT NAAZE RS DT Nl EZiA S, IRy MIHRE HZRL TRV ETS,
N—FOIT7TERTER S

« ATSAMD21 Xplained Proafi £k

< 12D%(/uB-BRIUSBAVA—Tx—2 /=7 )V

7.2. ATSAMD21-XPROE MR D 77— L1 7 B
LT OFNEIZEEESAMD21-XPROE XA F771ZCryptoAuth-XSTK77—AUzT TEDI7-SAMD21-XPROZ B H A DT L
F9,
1. PCOHATSAMD21 Xplained Profitk d”Debug USB” R —MIUSBY—7 VA 4EkE L TL7ZE& Y,
2. Start A=a—7HAtmel Studiohts FHZBRAAL TZEW N, I SBRAAL CTRIT-1. CRENDHLIICATSAMD21 Xplained Proftiz i
HI _&ETT,
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X7-1. H L1=ATSAMD21 Xplained ProEt 4k T Atmel Studio

E3 sam D21 Xplained Pro - 9341 - Atmelstudio Standard Mode Y| Quick Launch (Ctr1+Q - B8 X
File Edit View VAssistX ASF Project Debug Tools Window Help
- B-8 0-2 | |9~ - & Debug Browser ~ | 2% usb_pid -2t
| ‘ < = No Device No Tool <
SAM D21 Xplained Pro - 9341 + X RSEGEERES ~ | Solution Explorer v 3 x
T ] - # |
= SAM D21 Xplained Pro
SAM D21 Xplained Pro
Extension
Unknown board
The Atmel® | SMART™ SAM D21 Xplained Pro evaluation kit is a
hardware platform to evaluate the Atmel ATSAMD21J18A
microcontroller, Supported by the Atmel Studio integrated
development platform, the kit provides easy access to the features of
the Atmel® | SMART™ SAM D21 and explains how to integrate the
device in a customer design
\z:. New ASF Example Project..
A'S Atmel STA
. Launch Data Visualizer
External Links:
b+ Jocumentation
- 21J18A Device Datasheet
Xplained Pro Hardware Development Kit (HDK) User Guide
f A e o
@ Kit Details v b Solution Exp...
- 7
Entire Solution = i €3 0 Errors & 0Wamings | @} 0 Messages Build + IntelliSense - Tor P~
] Description Project File Line

3. Tools(Y-V)Aza—7h>5Device Programming(7 /N A A& IA A& S EDevice Programming(7 N A AEZIAZ)IA NI DB ET,
4. Device Programming(7 N A AZEZIA AN Tool(Y—WZEDBG XXXXXXXXXXXXXXEL TIEN, Device(T NAA)ZATSAMD21]

18ALL T, Interface(fv4—7x—A)ZSWDEL TEA TLEEW, RAAFERIZRT-2.LFTCTY,
K7-2. BATEY-N, TINAR AVI—II-ATDT NAAEZIAH N

Apphy not reaa u-

Dievsce Picgriemmey ? x
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5. Device Signature(7 N A AFEE) F DORead(Fi A &) 1% 70y HEATSAMD21 Xplained ProfEfi 6T NAAFREL B XI5 E
JEZFE A CRIT-3. CHFAR R INAINTKHIE T HLERIZENE ANE T, ZIUTEEDNIELEMEL TRIEL TWDHI L% fiE
BLET,

K7-3. TNARAEE. BMRRERE. BEIDEZHL T NIAEZTIAAIUNY

EDBG (ATML2130021200009341) - Device Programming ? * il
Tool Device Interface Device signature Target Voltage

EDBG ~ ATSAMD21J18A ~ SWD ~ |Apply 0x10010200 Read @ Read E|

Interface settings SWD Clock

Tool information 2 MHz

Device information
s The clock frequency should not exceed target CPU speed * 10.
Fuses Set

Security

Reading device ID..0K

[ IReading device ID..OK

6. FAREDMIE N R L2725, ACESI VAN VENTZIGHT BRI 7-4.TOLE L TREE D) eryptoauthxstk vx.x.x.elf 77— Az T &
A TIZEN, ZDH%IT(FT-4.TREL TREaND)Program(EEIAL)ENE )y L TLIZEN,

H7-4. EERAAERDT NARAEERAHNUEY

EDBG (ATML2130021200009341) - Device Programming ? *
Tool Device Interface Device signature Target Voltage
EDBG v ATSAMD21J18A ~ |SWD v |Apply 0x10010200 Read 33V |Read E|

Interface settings Device

Tool information Erase Chip ~ Erase now

Device information Flash (256 KB) ®

Memaories C\Program Files (x86)\Microchip\ACES\Firmware\ACES\cryptoauthxstk_v1pOp0.elf Y e

|| Erase Flash before programming -
Fuses
[ Verify Flash after programming (gt | | ey | | L=

Security () Advanced @

User Page (256 bytes)

[+/] Erase User Page before programming S Verife |
[w] Verify User Page after programming . o
'9 Advanced

Erasing device... OK
Programming Flash..OK
Verifying Flash...OK

[ =] verifying Flash..OK

Program(EZIAZ) NNy IEN 5L, IB77—A=T 2N EL . B 77—AyxT 2 ETATSAMD21 Xplained ProXefkicE =7
1) 70 EHER U ET, BT-4.0 FIET NAAHE D, 772 AR)EXIAL, 77yVa AR 242 R U E 9,
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AREITATSAMD21-XPROEATS8CKSCKTSOIC-XPRODFy MZxt 9~ A[al#§ X, PCBELE , h'—"= 774V, FihZ(BOM:BIll of Mat
erials)~D& M) 152G HFT,

ATSAMD21-XPRO

- ARETERE (B, B RE BBEhER ., A== T740)

AT88CKSCKTSOIC-XPRO

- AERFERE (B A5 ian3R)

< H-N= TN

9. 8

= nw
LTIz ody e iyl g A TaVEBMDEE KT,
1. Microchip CryptoAuthentication7 /"1 A
. CryptoAuthentication SOICBHA&Fv b
. ACESY7by=7 —¥E
. Cryptoauthlib
. AT88CKSCKTSOIC-PRO
. AT88CKSCKTUDEN-PRO
. ATCRYPTOAUTH-XPRO-B
. ATCRYPTOAUTH-XPRO

10. BRI NETERE
META (20184E6 )
- KERIO YIRS B

oo abhwWN
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WAERDCHHAAREIZT D TEREL CiibEd, BXRUTADDAVE—Fyb 7998 N TT /AT HZ LN TE, v27 FAMNILLT

DIEFRET HET,

- BIRTIE - 74y beRREE L, SRR SR ns T A BREHEIR, EHE O TS X EN-Ny2T AR, Hor 7 b T AR &
SRy AW AN EY S

- EFNEEIT IR - B<OLERIFAQ), Hiffi SR Tk | AV IV fEt) V—7", Microchipf k% 70/ 7 08— %

* Microchip@E % - LIRINZREF LD F51 & HfiMicrochipBhE 77, tiF—EA~ VO —% | Microchip® T —%, {AHE
JEERFETHTH

BERANDEERAY-L'Z
Microchipg) 3% Kl 14— 21 Microchip B ih & S BT T (D DI T, DA T LI B R AR OB 2 B3 -1
B DR HT AT, W RSO AT T A VBRI R ) T

ﬁ‘ﬁ%’éﬁ%’) IZhttp://www.microchip.com/ CMicrochip®v=7" #4b a7 /1AL CTLTZEVY, “Support” FC”Customer Change Notificati
on”Z 7y I U TRERERIZHE S TTEE W,

PERXE

Microchipfdh D FIFEIZLL F OV OO Fr Vv EiBL CRBEE TS LN TEET,

- RELJE FzidikFe st

- B FVOE T

- B k& (FAE:Field Aplication Engineer)

B R

BERRIIZEICEAL TThoOREE | Boeatt, 3850 AN E (FARISER Z D XETT, &AD O EPb B EER
OFFITHATEET, BEILLEO - RIIOEHORAITEENET,

e 321 %http://www.microchip.com/support TOv=z7" $ A/ @ L TR TEET,
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